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Zabbix – Tips and Tricks

Tips and Tricks for effective 
monitoring of network devices 
with Zabbix.



Low-Level Discovery tips and tricks
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Low-level discovery provides a way to automatically create items, triggers, and 

graphs for different entities on a host.

Configuring Low-level Discovery brings needs for data exceptions and conditoins for 

unexcepted situations. There are three tools in Discovery to provide solution:

Preprocessing - allows to define transformation rules (for example fix data)

Filters – defines entities that match the criteria (exclude interface for example)

Overrides - allows setting rules to modify the list of item, trigger, graph .. (create 

items and graphs but not triggers or with different severity for unnecessary 

interfaces) 
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Dynamic resource monitoring



Defines whether element passes the Discovery rule. (based on regular expression)

Examples ( with user macro definition ):

Monitor Network interfaces with ifAdminStatus = 1 (UP)

Macro:

LLD filter:

Monitor Network interfaces with „UPLINK“ prefix in ifDescr

Macro:

LLD filter:
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LLD Filters



Defines exceptions for an element which passes the Discovery and Filter rule.

In this case is a change of trigger severity:
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LLD Overrides



Preprocessing – transforms input data to JSON format

ISP Alliance a. s. – Conference 2024

LLD Preprocessing



Tags on item / trigger level– Why?

Dynamic Tags based on LLD macros

Filtering items in latest data

Correlations

Notifications
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Tagging



Event correlation
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EVENT CORRELATION

In Zabbix, it is possible to correlate problem events with their 
resolution.

On trigger level - Allows to correlate separate problems 
reported by one trigger, need to have Multiple Problem Event 
Generation mode enabled for a trigger

Globally - Problems reported from different triggers can be 
correlated using global correlation rules

Avoid using common tag names that may end up being used by 
different correlation configurations
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TRIGGER-BASED EVENT CORRELATION

In general, an OK event closes all problem events created by one 
trigger, but there are cases when we require a more detailed 
approach.

Correlate separate problems reported by one trigger 

Tags are used to extract values and create identification for 
problem events 

Problems can be closed individually based on matching tags and 
their values

Useful for events, log files, SNMP traps, etc.
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TRIGGER-BASED EVENT CORRELATION

Substring extraction is usually used for populating the tag name or tag value, with a specific value 
using a macro function, i.e. :

By applying a regular expression to the value obtained by the {ITEM.VALUE}, 
{ITEM.LASTVALUE} macro or a low-level discovery macro

{{ITEM.VALUE}.regsub(pattern, output)}
{{ITEM.VALUE}.iregsub(pattern, output)}
{{#LLDMACRO}.regsub(pattern, output)}
{{#LLDMACRO}.iregsub(pattern, output)}

IF-MIB::ifOperStatus.4         type=2  value=INTEGER: 2
{{ITEM.VALUE}.regsub("IF-MIB::ifOperStatus.(\d+)",\1)}
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EXAMPLE – Port Operational status - SNMPtrap

14:19:42 2024/09/04 ZBXTRAP 10.1.1.212
PDU INFO:
requestid 1459624785

  notificationtype TRAP
receivedfrom UDP: [10.1.1.212]:55579->[10.1.1.91]:162
errorindex 0
errorstatus 0
messageid 0
version                        1
transactionid 6

VARBINDS:
DISMAN-EVENT-MIB::sysUpTimeInstance type=67 value=Timeticks: (123552444) 14 days, 

7:12:04.44
SNMPv2-MIB::snmpTrapOID.0      type=6  value=OID: IF-MIB::linkDown
SNMP-COMMUNITY-MIB::snmpTrapAddress type=4  value=Hex-STRING: 00 00 00 00 00 00 00 00 

00 00 FF FF 0A 01 01 D4
IF-MIB::ifIndex.4              type=2  value=INTEGER: 4
IF-MIB::ifAdminStatus.4        type=2  value=INTEGER: 1
IF-MIB::ifOperStatus.4         type=2  value=INTEGER: 2
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EXAMPLE – Port Operational status

So, creating a trigger with an example tag:

Would allow us to extract error ID from a log line:

To create a problem that would be informative and possible to correlate:

InterfaceNo: 4
Status: 2
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EXAMPLE – Port Operational status

Correlate triggers by Tag value:

Problem resolution based on Tag value:



Effective throttling
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THROTTLING

For high-frequency monitoring, we need 
functionality to offload сore components 
from the extensive load. 

Throttling is the exact thing that will allow 
you to drop repetitive values on a Pre-
processing level and collect only changing 
values.

Throttling types:

Discard unchanged

Discard unchanged with heartbeat
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THROTTLING

Throttling on proxy

Proxy discards value during item preprocessing
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THROTTLING TYPES
Time Values Discard unchanged Discard unchanged 

with heartbeat 30s Explanation

00:00 0 0 0
00:05 0 No value because same as previous
00:10 0
00:15 1 1 1 Received different value
00:20 1
00:25 1
00:30 1
00:35 1
00:40 0 0 0 Received different value
00:45 0
00:50 0
00:55 0
01:00 0
01:05 0
01:10 0 0 Value written because of heartbeat 30s
01:15 0
01:20 1 1 1 Received different value
01:25 1
01:30 0 0 0 Received different value
01:35 0
01:40 0
01:45 0
01:50 0
01:55 0
02:00 0 0 Value written because of heartbeat 30s
02:05 0
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Throttling and false positives protection using history

If you use Throttling on state items, you may encounter false 
positive alerts. 

This is because throttling does not allow you to use the min, max 
or avg functions to evaluate multiple values. 

This is because Zabbix discards the same, consecutive states.

Max, Min, Avg trigger functions

Discard unchanged with heartbeat
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Solution - Preprocessing

Change the value in error state: 
(WIKI: https://www.initmax.com/wiki/throttling-and-false-positives-protection-using-min-max-avg/)

Step 1: Add timestamp to value when is not OK

Step 2: Discard unchanged with heartbeat

Step 3: Remove timestamp

https://www.initmax.com/wiki/throttling-and-false-positives-protection-using-min-max-avg/
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Solution - Preprocessing

Add timestamp with javascript:

After throttling, you get back the original value using the expression:

Trigger condition:

if (value == 0 ) {
return value;

} else {
return (Math.floor(Date.now() / 1000) - 1707000000 )*1000 + value;

}

return value % 1000;

min(//service.info["{#SERVICE.NAME}",state],#3)<>0



ISP Alliance a. s. – Conference 2024

Example: Interface Operational status

Usage:

Useless for traffic counter and nonostable values

Usefull for status items:

Interface Opreational status

Service status



Switch port neighbours

3



ISP Alliance a. s. – Conference 2024

More complex monitoring scenario

Task Definition:

Collect MAC address of switch port connected device

Compare this MAC address with inventory address of zabbix 
hosts – if found, store hostname as item value.
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Example: Switch port Neighbours

Technology stack:

SNMP table combination

walk[] item

Javascript preprocessing

LLD processing

API access
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Example: Switch port Neighbours

More than one SNMP table combination

The Bridge MIB module for managing devices that support IEEE 802.1D - .1.3.6.1.2.1.17 
(MAC table of connected devices)

Interface MIB table - .1.3.6.1.2.1.31 (Interface table containing additional information about interfaces)
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Example: Switch port Neighbours

walk[] item

.1.3.6.1.2.1.17.4.3.1.1.0.8.155.194.18.194 = Hex-STRING: 00 08 9B C2 12 C2 

.1.3.6.1.2.1.17.4.3.1.1.0.12.41.1.79.10 = Hex-STRING: 00 0C 29 01 4F 0A 

.1.3.6.1.2.1.17.4.3.1.1.0.12.41.1.79.236 = Hex-STRING: 00 0C 29 01 4F EC 

.1.3.6.1.2.1.17.4.3.1.2.0.8.155.194.18.194 = INTEGER: 46

.1.3.6.1.2.1.17.4.3.1.2.0.12.41.1.79.10 = INTEGER: 51

.1.3.6.1.2.1.17.4.3.1.2.0.12.41.1.79.236 = INTEGER: 51

.1.3.6.1.2.1.17.4.3.1.3.0.8.155.194.18.194 = INTEGER: 3

.1.3.6.1.2.1.17.4.3.1.3.0.12.41.1.79.10 = INTEGER: 3

.1.3.6.1.2.1.17.4.3.1.3.0.12.41.1.79.236 = INTEGER: 3

.1.3.6.1.2.1.31.1.1.1.1.46 = STRING: "gi46"

.1.3.6.1.2.1.31.1.1.1.1.51 = STRING: "gi51"

.1.3.6.1.2.1.31.1.1.1.18.46 = STRING: "SERVER-vmWare"

.1.3.6.1.2.1.31.1.1.1.18.51 = STRING: "UPLINK-pristavba"
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Example: Switch port Neighbours

Javascript preprocessing

arr = JSON.parse(value);
macArr = [];
for (x in arr) {
if (arr[x]['{#DOT1DTPFDBPORT}']) {
ifindex = arr.map(function (e) { return e['{#SNMPINDEX}']; 

}).indexOf(arr[x]['{#DOT1DTPFDBPORT}'])
if (ifindex >0) {

arr[x]['{#IFNAME}']=arr[ifindex]['{#IFNAME}'];
arr[x]['{#IFALIAS}']=arr[ifindex]['{#IFALIAS}'];
macArr.push(arr[x]);

 }
    } 
}
return JSON.stringify(macArr);
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Example: Switch port Neighbours – latest data
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Example: Switch port Neighbours - visualization

Latest Value result



Template Dashboards
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Template Dashboards

Big changes in zabbix version 7.0

Possibility to use any widgets inside Template Dashboard

Communication between widgets
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Example: Template Dashboards
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Example: Template Dashboards
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Example: Template Dashboards
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Last tip: Zabbix Dashboard with navigators



Questions?
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Contact us:

Phone: +420 800 244 442

Web: https://www.initmax.cz

Email: tomas.hermanek@initmax.cz

LinkedIn: https://www.linkedin.com/company/initmax

Twitter: https://twitter.com/initmax

Tomáš Heřmánek: +420 732 447 184


