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Wazuh v praxi

Bezpecnostni prehled na jednom misté

W. Overview

Wazuh spojuje
bezpecnostni udalosti
a nalezy ze
sledovanych systému.

AGENTS SUMMARY

@ Active (1)

@ Disconnected (1)

ENDPOINT SECURITY

{g} Configuration Assessment

Scan your assets as part of a configuration
assessment audit

Priklad pro ISP

File Integrity Monitoring

Alerts related to file changes, including
permissions, content, ownership, and attributes.

Ranni prehled pro
Clovéka, ktery ma na
starosti siti servery.

SECURITY OPERATIONS

IT Hygiene =

5]
—

Assess system, software, processes, and network
layers to detect misconfigurations, unauthorized
changes, and anomalies.

GDPR

33

=

General Data Protection Regulation (GDPR) sets

Skutecné GUI Wazuh, ukazka vyrobce

Critical severity

0

Rule level 15 or higher

Malware Detection

Check indicators of compromise triggered by
malware infections or cyberattacks.

PCIDSS

Global security standard for entities that process,
store, or transmit payment cardholder data

HIPAA

Health Insurance Portability and Accountability Act

LAST 24 HOURS ALERTS

High severity Medium severity

612

Rule level 12 to 14 Rule level 7 to 11

initMAX

Low severity

430

Rule level 0 to 6

THREAT INTELLIGENCE

@ Threat Hunting

Browse through your security alerts, identifying
issues and threats in your environment.

{O] MITRE ATT&CK
Explore security alerts mapped to adversary tactics
and techniques for better threat understanding.

(O Vulnerability Detection

Discover what applications in your environment are
affected by well-known vulnerabilities.

CLOUD SECURITY

Docker

Q2

Monitor and collect the activity from Docker
containers such as creation, running, starting,
stopping or pausing events.

Google Cloud

Security events related to your Google Cloud

aws  Amazon Web Services
S~

Security events related to your Amazon AWS
services, collected directly via AWS API.

@ GitHub

Monitoring events from audit logs of your GitHub



Wazuh v praxi % INItMAX
Pokryti serveru a pracovnich stanic

P Fe h | e d = W. Endpoints - o

STATUS DETAILS EVOLUTION

- r
registrovanych . |
e ( s
= Active Disconnected ~ Pending Never connected  Agents coverage 3 @ active
~ rd - L] . . " acv
zarizeni a stavu jejich o Dsomecd() 3 0 0 10000% -
Pending (0) 1
o . A
a g e n t u @ Never connected (0) Last enrolled agent Most active agent @ 0 o oo 2o
. Ubuntu-22-04 Ubuntu-22-04 _ timestamp per 10 minutes
Agents (3) @ Deploy new agent C Refresh @y Export formatted é
v
Priklad pro ISP v [
D ™ Name IP address Group(s) Operating system Cluster node Version Status Actions
1 001 mac-0SX 192.168.33.134 default & mac0S 10.15 node01 v4.8.0 e active @ ® Ry
Bastiony, DNS servery,
P k - k ’ t ’ | 002 Windows-10 192.168.33.147 default Microsoft Windows 10 Education 10.0.19045.4529 node01 v4.8.0 e active @ ® R
Za a Z n I C y p O r a a 003 Ubuntu-22-04 192.168.33.128 default A Ubuntu22.04.41LTS node01 v4.8.0 e active (@ ® R

notebooky techniku. Cis

Skutecné GUI Wazuh, ukazka vyrobce



Wazuh v praxi % initMAX
Inventar systemu

r rd
C e n t ra | n I p O h I e d n a = W. IT Hygiene Index pattern wazuh-alerts-* v a @
~ r r
0 p e ra C n I S yste m y a Dashboard System Software Processes Network Identity Services (9) Explore agent
ha rd Wa r-e OS Hardware
L}

Platform 0 v Name 0 v Architecture 0 ~
wazuh.cluster.name: thecotilking-VirtualBox = §/  (© Add filter X Advanced filters
Top 5 platforms Top 5 operating systems Architecture
x86_64
o _ o
P
v E
=
Y
7 r -
Prehled verzi Linuxu na e R
L d
provoznich serverech a
P & Export Formatted tview i 25available fields = Columns (5 Density ¢ Sortfields (& Full screen
. .
W I n d OW S V ka n C e Ia rl - agent.name v host.os.platform v host.os.name v host.os.version v host.os.kernel.release v host.architecture 4
[@ DESKTOP-8QFGDKD windows Microsoft Windows 11 Home 10.0.26100.6899 10.0.26100.6899 x86_64
[@ Ubuntu22_soso ubuntu Ubuntu 22.04 (Jammy Jellyfish) 6.8.0-86-generic x86_64
[@ debian11.localdomain debian Debian GNU/Linux 11 (bullseye) 5.10.0-27-686-pae 686

Skutecné GUI Wazuh, ukazka vyrobce



){ initMAX

Wazuh v praxi

Instalovany software

Seznam balicku a = W
aplikaci s vazbou na
konkrétni hosty.

IT Hygiene Index pattern wazuh-alerts-* v a @

Dashboard System (9) Explore agent

Software Processes Network Identity Services
Packages Windows KBs Browser extensions
Vendor 0 v Name 0 v Type 0 v

wazuh.cluster.name: thecotilking-VirtualBox = Y/ (P Add filter X Advanced filters

Package types
Top 5 vendors ~ Count v
@ deb
Ubuntu Developers 3,131 win
Microsoft 68 Pyp!
v

Priklad pro ISP y— 2,474
Microsoft Corporation 60 7 Others
Debian GCC Maintainers 44 Unique packages

Které nase servery

had L4 L d r

pouzivaji konkrétni

& Export Formatted C© Resetview i 22 available fields = Columns £ Density ¢ Sortfields (@ Full screen
.

V e rZ I O p e n S S H ? agent.name v package.vendor - package.name v package.version ~ package.type v package.installed v
[@ Ubuntu24-coco Ubuntu Developers libtag1vs 1.13.1-1build1 deb
[@ Ubuntu24-coco Ubuntu Developers uuid-runtime 2.39.3-9ubuntu6.2 deb
[@ Ubuntu24-coco Ubuntu Developers gir1.2-gstreamer-1.0 1.24.2-1ubuntu0.1 deb -

Skutecné GUI Wazuh, ukazka vyrobce



Wazuh v praxi

Sluzby a sitové porty hostu

Inventar sitovych
udaju ze sledovanych

serverdu.

Priklad pro ISP

Kontrola, zda na
produk¢nim DNS

serveru nebézi dalsi
nepotrebna sluzba.

Skutecné GUI Wazuh, ukazka vyrobce

= W. IT Hygiene

Dashboard System Software Processes

Addresses Interfaces Protocols Listeners Traffic

Source port 0

wazuh.cluster.name: thecotilking-VirtualBox | destination.port: 0

Network Identity

Services

v Transport protocol 0

Y @ Add filter

Transport protocols

Top 5 source ports
® S3
@ 631
® 22
@ 68
~ - © ®
& Export Formatted ® 20 available fields = Columns

agent.name

Q  DESKTOP-8QFGDKD 0.0.0.0
[@ DESKTOP-8QFGDKD

[@ DESKTOP-8QFGDKD

~  source.ip

fe80::4a37:2a9d:f633:f3f4

20
4
60
8
00

102 hits
= Density ¢ Sortfields [ Full screen

v source.port
68
546

135

udp

tcp

udpb
@ tcpb

){ initMAX

Index pattern wazuh-alerts-* v a ®

(¢) Explore agent

v Process name 0 v

X Advanced filters

Top 5 processes

Processes

v network.transport ~  process.name v
udp svchost.exe
udp6 svchost.exe
tcpé svchost.exe



Wazuh v praxi % INItMAX
Prehled zranitelnosti

= W. Vulnerability Detection Index pattern wazuh-archives* v a @

Znameé bezpecnostni
- v d
chyby v instalovanem e [ | Y © stem

ftwaru.
>0 aru 30 776 561 25 104

Critical - Severity High - Severity Medium - Severity Low - Severity Pending - Evaluation
Top 5 vulnerabilities v Count v Top 50S v Count v Top 5 agents ~ Count v Top 5 packages v Count v
CVE-2024-2961 6 Amazon Linux 2 781 AlmaLinux2 781 Microsoft Windows 11 Enterprise 715
- CVE-2024-33600 6 Microsoft Windows 11 Enterprise Evaluation 10.0.22631.2861 715 WindowOS 715 kernel 231
P rl’kl a d p ro I S P CVE-2024-43802 6 kernel-tools 231
CVE-2024-45776 6 Pillow 50
CVE-2024-45777 6 microcode_ctl 16
Priprava oprav na
p p Most common vulnerability score Most vulnerable OS families ilities by year of
bastionech a serverech -
V4 @
3 o t oun
ostupnycn z i — £ . o e
z 3 5 4
£ oo [N 2 3
20
internetu 1 - :
s 3 7 windows 7
o - 1 ull ol |
8 8 8 g g 8 2010 2015 2020 2025
Count Count vulnerability.published_at per year

Skutecné GUI Wazuh, ukazka vyrobce



Wazuh v praxi % Ini

Detail nalezu a podklady k oprave

Z prehledu otevreme Vulnerability details
konkrétnll ballléek a (J vulnerability.detected_at Jun 21, 2025 @ ©61:1/7:65.748
bezpeénostni Chybu t vulnerability.enumeration CVE

t vulnerability.id CVE-2025-26633 (7

f vulnerability.published_at Mar 11, 2025 @ 18:16:43.000

t vulnerability.reference https://www.vicarius.io/vsociety/posts/cve-2025-26633-security-
feature-bypass-in-microsoft-management-console-detection-script (4
7 &
Priklad pro ISP - o ,
https://www.vicarius.io/vsociety/posts/cve-2025-26633-security-
feature-bypass-in-microsoft-management-console-mitigation-script (2

Spravce dostane

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2625-26633

konkrétni server a z
ba“'éek ktery mé . Vulnerability.scanner.condit Package less than 10.8.22631.5639
14 -
ion

nce

t vulnerability.scanner.source National Vulnerability Database

Skutecné GUI Wazuh, ukazka vyrobce



Wazuh v praxi % initMAX
Kontrola bezpecneho nastaveni

Index pattern wazuh-alerts-* v a @

P ra Vi d e I n é ko n t ro | y = W. Configuration A... Ubuntu20

Dashboard Inventory Events

konfigurace podle mmmre———

@ Passed (83) CIS Ubuntu Linux 20.04 LTS Benchmark v2.0.0 @

zvolené politiky. a

(9) Ubuntu20 (004) x

Passed Failed Not applicable Score End scan
@® Not applicable (19)

83 108 19 43% May 8, 2024 @ 22:31:52.000
Checks (210) G Refresh iy Export formatted
Search waL

" Title Target Result

Policy

19000 Ensure /tmp is a separate partition. Command: findmnt -kn /tmp ® Failed v

CIS Ubuntu Linux 20.04 LTS Benchmark v2.0.0

7 &
P rl kl a d ro I S P 19001 Ensure nodev option set on /tmp partition. Command: findmnt -kn /tmp ® railed v
Rows per page: 15 v < 1>
19002 Ensure noexec option set on /tmp partition. Command: findmnt -kn /tmp ® Failed v
19003 Ensure nosuid option set on /tmp partition. Command: findmnt -kn /tmp ® Failed v
v v ’ Ve
KO n t ro I a p r I h I a S O Va n I a 19004 Ensure separate partition exists for /var. Command: findmnt -kn /var ® Failed v
19005 Ensure nodev option set on /var partition. Command: findmnt -kn /var ® Failed v
v Vd

b e 2 p e C I . O Stl I I I I O 19006 Ensure nosuid option set on /var partition. Command: findmnt -kn /var ® Failed v
pe , 19007 Ensure separate partition exists for /var/tmp. Command: findmnt -kn /var/tmp ® Failed v
I I a Sta V e I I I p ro V 0 Z I I I C I I 19008 Ensure nodev option set on /var/tmp partition. Command: findmnt -kn /var/tmp ® Failed v
o 19009 Ensure noexec option set on /var/tmp partition. Command: findmnt -kn /var/tmp ® Failed v

serveru.
Rows per page: 10 v <1 2 3 45 21 )

Skutecné GUI Wazuh, ukazka vyrobce



Wazuh v praxi % INItMAX
Zmeny dulezitych souboru

rehled novyc - |w | —— dexpaten  vamndens v (@) o
Preh ych,
Dashboard Inventory Events (¢) Ubuntu22.04 (001) X [@ Generate report
v v Vg
Zl I le n el IyC I l a B v Search DAL [ v Last7days Show dates
I St ra n é n 7 C h clustername: wazuh || rule.groups: syscheck || agent.id: 001 =+ Add filter
y Most active users

souboru. - |

a N
L4 Actions Events

modified

deleted (32.25%) added (34.96%) @ deleted

Count
IS

\. /K N
\ f N A £ ‘\ Y
506 / \ /" —
25%) \J/ \‘r J
modified (32.79%) 2024-05-02 00:00 2024-05-04 00:00 20
Pv’l l | I S P timestamp per 3
Files added 7" Files modified & Files deleted 7

- @ /var/osquery/osquery. @ /var/osquery/osquery. var/wazuh/queue/fi
/etc/resolv.conf @ /efc/elasticsearchico.. run/utmp
Konfigurace DNS, web N\ N
/tmp/wazuh-config /

zakaznického portalu
nebo nastaveni SSH.

/run/utmp letc/resolv.cont

/etc/elasticsearch/ela.. ‘ ‘etc/sysconfig/networ

Skutecné GUI Wazuh, ukazka vyrobce



Wazuh v praxi

Kontext zmeény souboru

Z prehledu otevreme
podrobnosti jedné
zmeny.

Priklad pro ISP

Porovnani zmeny
konfigurace s
pozadavkem na udrzbu.

Skutecné GUI Wazuh, ukazka vyrobce

syscheck.audit.

login_user.id

1060

syscheck.audit.

me

login_user.na

wazuh

syscheck.audit.

process.cwd

/home /wazuh

syscheck.audit.process.id 7633
syscheck.audit.process.name /usr/bin/nano
syscheck.audit.process.paren /home/wazuh
t_cwd

syscheck.audit.process.paren /usr/bin/bash
t_name

syscheck.audit.process.ppid 5098
syscheck.audit.user.id 9
syscheck.audit.user.name root

syscheck.changed_attributes

size, mtime,

md5, shal,

syscheck.diff

fail
> updated ima

ge to V2

sha256

R/ Q

B



Wazuh v praxi % INItMAX
Prihlasovani a opakovane pokusy

Prehled neuspésnych i = | v | S— o o] @)

Dashboard Events () Explore agent

rd N r'd e T 4 r
uspesnych prihlaseni. o oo (o [ oo ()

manager.name: ip-10-42-1-173 . Y (P Add filter

16:4 6:55 17:00 17:05 17:10
timestamp per minute
v o .
Priklad pro ISP e
p Oct 14, 2026 @ 16:26:58.547 - Oct 14, 2026 @ 17:26:58.547
& Export Formatted 3 642 available fields @ = Columns [ Density ¢ 1fields sorted Full screen
\ timestamp v~ agent.name ~  rule.description v rulelevel v rule.id v

N O é n I’ F I’St l I n a @ Oct 14,2026 @ 17:20:55.9... RHEL9.0 PAM: Multiple failed logins in a small period of time. 10 5551

p p @ Oct 14,2026 @ 17:20:55.9... RHEL9.0 sshd: brute force trying to get access to the system. Non existent user. 10 5712

bastion nebo vzdalenou
plochu spravce.

Skutecné GUI Wazuh, ukazka vyrobce



Wazuh v praxi

Hledani souvislosti v udalostec

Filtrovani
bezpecnostnich
udalosti podle otazky
operatora.

Priklad pro ISP

Co se na serveru délo v
dobé, kdy kolega resil
neobvykly pristup?

Skutecné GUI Wazuh, ukazka vyrobce

= | W. Threat Hunting

Dashboard Events

[9) | rule.groups:phishing

manager.name: Wazuh-2 Y \'f, Add filter

Count

& Export Formatted < Reset view

L timestamp v
(@ Mar 30,2026 @ 14:12:53.5...
(@ Mar 30,2026 @ 13:48:32.5...
(@ Mar 30, 2026 @ 13:44:35.0...
Q  Mar 30, 2026 @ 13:40:53.2...

@ Mar 30,2026 @ 13:25:17.0...

DQL  f# v Last 24 hours

21:01 0 3:0 )

timestamp per 30 minutes

5 hits
Mar 29, 2026 @ 14:16:45.633 - Mar 30, 2026 @ 14:16:45.633
9 668 available fields ® = Columns [E Density ¢ 1fieldssorted (& Full screen
agent.name v rule.description
Wazuh-2 Blacklisted file hash in email from L, 1 6fcdc45608b22bd6317a22b53ab44c64
Wazuh-2 Blacklisted IP in email from 1:230.0.113.123
Wazuh-2 Blacklisted domain in email from iy ‘g | * 1: phishing-example.test
Wazuh-2 Blacklisted URL in email from _s : https://spam-campaign.test
Wazuh-2 Blacklisted domain in email from N 1z https://spam-campaign.test

initMAX

a @
(9) Explore agent

Show dates C Refresh

v rulelevel v ruleid v

10 110704
10 110703
10 110702
10 110701
10 110701



Wazuh v praxi

MITRE ATT&CK v prehledu

Bezpecnostni udalosti
v kontextu znamych
utocnych technik.

Priklad pro ISP

Prehled, zda se na
stejném hostu objevuji
ruzné podezrelé
aktivity.

Skutecné GUI Wazuh, ukazka vyrobce

= W MITRE ATT&CK
Dashboard Intelligence Framework Events
B v Search

managername: wazuh-server || rule.mitre.id: exists |+ Add filter

Alerts evolution over time

1,000

800

£
3
°
S

Attacks by technique

4,000

3,000

€
H
]
S

Defense E:

09:00 12:00

15:00 18:00

timestamp per 30 minutes

@ Modify Registry
@ Stored Data Manipul...
@ Data Destruction

File Deletion

Valid Accounts

Impact

rule.mitre.tactic: Descending

Top tactics by agent

2,000

1,500

1,000

€
3
]
S

500

DESKTOP-KL.

agent.name: Descending

Ubuntu22.0

@ Defense Evasion
@ Impact

@ Privilege Escalation
@ |Initial Access

@ Persistence

){ initMAX

Index pattern

DAL v Last 24 hours

Top tactics

@ Modify Registry
@ Stored Data Manipul...
@ Data Destruction

File Deletion

\

Valid Accounts

Mitre techniques by agent

v a | o

[@ Generate report

@ Defense Evasion

@ Impact

@ Privilege Escalation

@ Initial Access

@ Persistence
Credential Access

@ Lateral Movement

DESKTOP-KLUOBST
@ Ubuntu22.04
@ wazuh-server
@ Modily Registry
@ Stored Data Manipul...
@ Data Destruction
File Deletion
Valid Accounts
@ Disable or Modify Tools
Remote Services
Sudo and Sudo Cac...

Password Giessina



Wazuh v praxi

Malware a podezrelé soubory

Vysledky detekce
podezrelych souboru v
prehledu udalosti.

Priklad pro ISP

Podezrely soubor na
webovém serveru nebo
vysledek antiviru na
notebooku technika.

Skutecné GUI Wazuh, ukazka vyrobce

= W Threat Hunting
Dashboard Events
B v Search

managetname: wazuh-server
wazuh-alerts-*

Q' Search field names
® Filter by type
Selected fields

t | rule description

t ruleid

# rlelevl
Available fields

@ @sampledata

t | agentid

t | agentip

t  agent.name

t | clustecname

t | data.aws.accountld
t | data.aws.actor

t  data.aws alertam
t dataawsam

+ data.aws created-at

agent.id: 002

Windows11

Count

rule.id: is one of 554, 553, 87105, 100092 x

2024

2024

2024

2024

2024

+ Add filter

e

e

©8:31:25.043

08:14:96.338

08:06:40.090

07:52:40.062

07:52:40.062

baL

71 hits

May 23,2024 @ 08:48:53.794 - May 24, 2024 @ 08:48:53.794 Auto

timestamp per 30 minutes.
rule.description

VirusTotal: Alert -

:\users\thecotilking\downloads\eicar.txt - 64 engines detected this file

active-response/bin/remove-threat.exe removed threat located at c:\users\thecotilking\downloads\eicar.txt

File deleted.

virusTotal: Alert - c:\users\thecotilking\downloads\eicar.txt - 64 engines detected this file

File added to the system.

){ initMAX

Index pattern

Last 24 hours

rule.level

12

12

wazuh-alerts=* ™/ a @

(9) Windows11 (002) X

Showdates

rule.id

87105

100092

553

87105

554



Wazuh v praxi % INItMAX
Logy routeru a firewallu

S Ilt'OVé u d é I 0 Sti Ve = (O waAzUNh. V~  Modues  Ubuntulatest | Security events s T B o

/7 2 7
Top 5 alerts L4 Top 5 rule groups L4 Top 5 PCI DSS Requirements L4

stejném prostredi jako oo .
logy serveru. .' At

MikroTik user logge

® syslog

i

A
Security Alerts %

P‘r'l’klad pr : ISP Time L Technique(s) Tactic(s) Description Level Rule ID

, Jan10,2024@ MikroTik router rebooted 5 110002
14:11:05.625
v PR Ve , Jan10,2024@ MikroTik dhcp-client received an IP address 192.168.56.173 5 110001
Prihlaseni e
y Jan10,2024@ MikroTik user logged out via ssh 5 110003
a I i istr ’ t ra 14:10:53.527
y Jan10,2024@ MikroTik user logged in from 192.168.56.167 via ssh 5 110004
14:10:47.535
rO U te r I I e b O , Jan10,2024@ MikroTik user logged out via ssh 5 110004
13:49:20.197
~ V' d rd
bezpecnostni udalost , e :
13:16:38.788

.
3 4 @ -
, Jan10,2024@ MikroTik router rebooted 5 110002
- 13:16:38.788

Skutec¢né GUI Wazuh, ukazka integrace MikroTik od vyrobce



Wazuh v praxi

Cloud a Microsoft 365

= W Office 365

Auditni udalosti z
pripojenych
cloudovych sluzeb.

Priklad pro ISP

Provéreni neobvyklé
administratorskeé
zmeény ve firemnim
Microsoft 365.

Skutecné GUI Wazuh, ukazka vyrobce

Dashboard Panel Events

Subscription 0

@ | clustername: wazuh || rule.groups: office365

Top users

User

‘wazuh.com
e wazuh.com
-@wazuh‘com
-@wazuh.com
-@wazuh.(om

Top rules

Rule

Office 365: Admin actions from the Security and Compliance

Center.

Office 365: SharePoint file operation events.

Office 365: SharePoint events.

Office 365: Data Insights REST API events.

Office 365: Azure Active Directory events.

~

+ Add filter

User Type 0

~

Result Status 0

Count \
77
76
72
67

57

<1

Count \

93

53
45
42

37

<1

Top client IP address

Client IP address

17

.2

94
I s

.3

Top operations

Operation
Update user.
Get-ComplianceTag
FileAccessed
Get-ComplianceSearchAction

Get-RetentionCompliancePolicy

){ initMAX

f v Last 24 hours

Show dates G Refresh

X Advanced filters

Count
51
49
49
48

44

<1

Count



Wazuh v praxi % INItMAX
Upozornéni pro obsluhu

Vybrana upozorneni
|ze dorucit do e \.

- LOmpIetea Alerts:

Wazuh notification ae» 5

tymového chatu.

general Monitor Abnormal file deletion monitoring just entered alert status. Please investigate the issue.
random - Trigger: Abnormal file deletion trigger

- Severity: 1

- Period start: 2024-06-271714:40:36.628Z

- Period end: 2024-06-27T14:41:36.628Z

securitynotification

Add chan

Direct r - Deduped Alerts:
, Dave - New Alerts:
Noman Abdullah * IwglWpABWS9Z1HyQD9p_ : Ubuntu_22.04

- Completed Alerts:

PFI’kI a d p ro I S P o Wazuh Alerting Notification

Monitor Abnormal file deletion monitoring just entered alert status. Please investigate the issue.

- Trigger: Abnormal file deletion trigger
+ Add apps

7 . e - Severity: 1
- Period start: 2024-06-27T14:41:36.
Zprava pohotovosti pri s ettt
v d Vd v - Deduped Alerts:
h ro m a d n e m m a Za n I * IwglWpABWS9Z1HyQD9p_ : Ubuntu_22.04

- New Alerts:

SOu borloJ Na serveru. - Completed Alerts:

Skutecné GUI Slack, ukazka notifikaci Wazuh od vyrobce



Wazuh v praxi

Predem pripravena reakce

Vybrana detekce muze
spustit

Time + rule.description

Nna konflgurova ny . May B, 2024 @ 23:32:04.294 Host Blocked by firewall-drop Active Response
Zé Sah. = Expanded document

Table  JSON
Priklad pro ISP o .
DOéasné ZabIOkOVéni t agent.ip 10.0.2.15
zdrojové adresy pfi ¢ agent.nane
opakovanych pokusech Lo -

o SSH pristup.

Skutecné GUI Wazuh, ukazka vyrobce

){ initMAX

rule.level



Wazuh v praxi

Podklady pro

Prehled udalosti a
vysledku podle
vybraného ramce.

Priklad pro ISP

Pravidelny prehled pro
vedeni nebo podklady
pri bezpecnostnim
auditu.

Skutecné GUI Wazuh, ukazka vyrobce

audit a kontroly

= W

Dashboard Controls

Search

manager.name: wazuh-server

NIST 800-53

Requirement SI

Requirement CM
Requirement AC
Requirement AU
Requirement SC
Requirement IA

Requirement SA

Requirement CA

NIST 800-53

Events

rule.nist_800_53: exists

3
H o

3
=

@
3

+ Add filter

Requirements

Q Filter requirements

S1.7 - SOFTWARE, FIRMWARE, AND INFORMAT...

AU.6 - AUDIT REVIEW, ANALYSIS, AND REPORTI...
AU.9 - PROTECTION OF AUDIT INFORMATION - T...
IA.4 - IDENTIFIER MANAGEMENT - The organizati...
AU.8 - TIME STAMPS - Uses internal system clocks ...
AC.12 - SESSION TERMINATION - The information ...
CM.3 - CONFIGURATION CHANGE CONTROL - T...

IA.10 - ADAPTIVE IDENTIFICATION AND AUTHEN..

1067

CM.1 - CONFIGURATION MANAGEMENT POLIC...

SC.8 - TRANSMISSION CONFIDENTIALITY AND |....
AC.2 - ACCOUNT MANAGEMENT - Identifies and s...
SA.11 - DEVELOPER SECURITY TESTING ANDE...
SC.7 - BOUNDARY PROTECTION - The information...

AU.12 - AUDIT GENERATION - The information sys...

CM.5 - ACCESS RESTRICTIONS FOR CHANGE - ..

SC.2 - APPLICATION PARTITIONING - The informa...

m

DAL  f# v Last24 hours

AC.7 - UNSUCCESSFUL LOGON ATTEMPTS - En...
AU.5 - RESPONSE TO AUDIT PROCESSING ...[5it )
AC.6 - LEAST PRIVILEGE - The organization emplo...
S1.2 - FLAW REMEDIATION - The organization iden...
SI.3 - MALICIOUS CODE PROTECTION - The orga...
CA.3 - SYSTEM INTERCONNECTIONS - Authorize...

IA.5 - AUTHENTICATOR MANAGEMENT - The org.
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Wazuh, vyuziti v provozu

Prvni nasazeni u mensiho ISP

Prvni zdroje
Bastion, DNS, zdkaznicky portél a jeden sitovy prvek.

Prvni vystupy
Pristupy, zmény konfigurace a prehled zranitelnosti.

Obsluha

Uréeny ¢lovék, dohoda o upozornéni a ovéreni vysledku.



Pozvanka od initMAX % INItMAX
DalsSi ukazky a Wazuh v praxi

Webinare Skoleni Konzultace

Praktické ukazky Wazuh v praxi. Vas problém,
a zaznamy. Laboratorni cviceni pilot nebo navrh
Zdarma online. a konkrétni postupy. reseni.

Kurzy a terminy Domluvit konzultaci



https://www.initmax.cz/webinare/
https://www.initmax.cz/skoleni-a-certifikace/
https://www.initmax.cz/kontakt/

Dotazy

WWW.Initmax.cz



